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Twyla Smith, CISA, CCFO

IS Auditor
Division of  Local Government Audit

October 15, 2024

BEC: More than Just
Bacon, Egg and Cheese 

Disclaimer

The opinions expressed during this
presentation are my own. They do not
necessarily represent the views of the
Tennessee Comptroller of the Treasury,
his representatives, or the Tennessee
Department of Audit.
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About Us

Jason Mumpower
Comptroller

Jim Arnette
Director

IS Audit Team
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Objectives

Definition
How It Works

Examples
Impacts

Prevention
Response

DataReportal

400 minutes a day 
7 hours a day

47 hours a week

101 days a year

17 years of our lives
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How We Think We Get Hacked

How We Really Get Hacked

Don’t Take the Bait!

PHISHING
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What is BEC?
Business Email Compromise

A type of cybercrime where 
attackers use email fraud to 
deceive individuals or 
organizations into 
transferring money, 
sharing sensitive information 
or performing actions that 
could cause financial or 
operational harm.

How BEC Works
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Email Spoof

mayor@madisoncountytn.com

mayor@madisoncountytn.gov

financedirector@yahoo.com

financedirect0r@yahoo.com

Common Types of BEC

Real-World Example
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Real-World Example

BEC 101
OBSERVE

• Do you know 
the sender?

• Did you 
expect the 
email?

• Did you 
expect the 
attachment?

INVESTIGATE

• Sender address 
an alias?
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BEC 101
OBSERVE

• Do you know 
the sender?

• Did you 
expect the 
email?

• Did you 
expect the 
attachment?

INVESTIGATE

• Sender address 
an alias?

• Typos or 
unusual tone?

• Sense of 
urgency?

• Where do the 
message links 
go?

DEDUCE

• Call the 
individual to 
verify

• Any doubts, 
report it
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Impacts of BEC

Financial Loss: Direct theft of funds

Reputational Damage: Loss of trust among citizens and 
partners

Legal and Regulatory Penalties: Fines for non-compliance

Operational Disruption: Costs related to investigation and 
remediation
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How to Prevent BEC

Strong Passwords

How Secure is the Password?

Weak

Moderate

Strong
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Summer2024

G0ld3nR0d

7H!sIs$ecur3Pwd
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ilovepizza

R3dF1sh!

#Exmpl3!P@ssw0rd1!
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Passwords – Dos and Don’ts
DO DON’T

Don’t use widely 
known information

Don’t write down 
and “hide” your 
password
Don’t save 
passwords in 
browsers

Use different 
passwords for all 
accounts

Change passwords 
regularly
Create strong, 
memorable 
passwords

Password Creation Tip
Sixteen horses in a cave in Shawnee

Step 1: Remove spaces and add uppercase 
letters
• SixteenHorsesInACaveInShawnee

Step 2: Add special characters and 
numbers
• (16h0r$e$N@cAv3n$H@n33)
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How to Prevent BEC

Multi-factor authentication

This is MFA 
at work for 

you!

How to Prevent BEC

Security
Awareness

Training
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COT CYBER AWARE

Responding to a BEC Incident

Cybersecurity Culture

We have personal 
responsibility to 
be good stewards 
of the technology 
entrusted to us.
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Questions?

Twyla Smith
IS Auditor

Local Government Audit 
615-747-8853

Twyla.Smith@cot.tn.gov
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