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DISCLAIMER

The opinions expressed during this presentation are my own. They do
not necessarily represent the views of the Tennessee Comptroller of the
Treasury, his representatives, or the Tennessee Department of Audit.
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HACKERS PARADISE

THE FANTASY ISLAND OF CYBER
DECEPTION. THREATS, AND NIGHTIVMARES

NN E A
PASSWORDS

Hacker’s Paradise is NOT Paradise!
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Hacker’s Paradise

An environment with poor
cybersecurity practices or a
lack of awareness.

sy Access
curity Holes
Stolen Data

All Systems at Risk
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Goals of Presentation:
Don’t Buy a One-Way
Ticket to Hacker’s
Paradise!

L
II. Responsibility

Define Cybersecurity

II1. Cyber Deception and Threats
1. Social Engineering
1L Phishing Attacks
IIL. Business Email Compromise
IV. Malware & Ransomware
V. Weak Passwords

IV. Rules of Protection
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I. DEFINE CYBERSECURITY

What is
Cybersecurity?

a from unauthori

d the practic
integrity, and
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GROSS DOMESTIC PRODUCT
FOR TOP COUNTRIES IN 2024

$25.43
n

$14.72
trillion 8
trillion
xtimated to be $4.25
$165 tion n 2025) n $3.85
" trillion

China Cybercrime BET-EL] Germany

“If we think about cybercrime the way we think about GDP of
countries, it would be the third-largest economy in the world
after the U.S. and China.”

—CISCO CEO CHUCK ROBBINS




8/28/2025

I1. Responsibility
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Human error accounts for 95%
of all cybersecurity breaches. of all cybersecurity breaches. of all cybersecurity breaches.
The human element is the weakest The human element is the weakest The human element is the weakest
link in cybersecurity. link in cybersecurity. link in cybersecurity.
Source: [BM Study Source: IBM Study Source: IBM Study
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ITI. Cyber Deception and Threats
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SOCIAL ENGINEERING

A type of cyber attack that exploits human nature
to manipulate people for information

WHY IT WORKS:

« Plays on emotions like fear or greed

* Exploits our tendency to be helpful

= Impersonates trusted people or companies

DEFENSES:

= Be wary of unusual requests

« Verify identities before sharing

e Don’t give in to high-pressure tactics
« Limit personal info shared online
 Educate and train employees

Educate and train employees

Social Engineering

takes advantage of human
behaviors using psychological
manipulation.

The user may respond due to:

¢ Fear * Helpfulness
« Curiosity * Urgency
« Greed * Trust
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. .
Phishing

A technique for attempting to acquire . . .

sensitive information such as bank \ x/ hat 1S Phlshlng?

account numbers, through fraudulent

solicitation in an email or on a website,

in which the perpetrator masquerades

as a legitimate business or reputable

person.

e What are they
| Phishing for?

N

} PHISHING SMISHING VISHING

s B

fraudulent fraudulent fraudulent
emails text messages ~ phone calls




BEC: THE SMOOTH-TALKING
PIRATE OF HACKER’S PARADISE

What is BEC? Business Email Compromise is Common BEC Red Flags
a type of cyberattack where a hacker impersonaces

* ‘Are you available?” emails
a trusted figure—like a CEO, vendor, or Y >

« Spoofed domains

coworker—via email to trick « Urgent financial requests
employees

How to Escape the Island

Why it’s a Favorite Trap
in Hacker’s Paradise: < Train your team
» Fake bosses requesting * Use MFA

wire transfers from

a tiki bar
= No malware or brute force
e Just pure deception

BEC Stats

2022: BEC made up 50% of
all social engineering tactics.

SCEGA,

2023: BEC accounted for

5 .
: E R : 99% of reported email-based
- J threats.
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TYPES OF BEC ATT.
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EXECUTIVE || ATTORNEY || ACCOUNT VENDOR
IMPERSONATION | | IMPERSONATION | | COMPROMISE | | EMAIL COMPROMISE
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> On Friday, April 1, 2022, 10:38:55 AM CDT, Donna Craig

> <clerkofficeill@gmail.com> wrote:

>

> Randi

> | 'll need you to process a payment for me today via ACH/WIRE
> TRANSFER/CHECK MAILING. For the

> Administrative networking web-hosting activity expense.

>

> Get back to me if you can get this done, so i can forward the payment
> details to you.

>

> Regards
> Donna
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On 4/1/22, Randi French <randifrench@yahoo.com> wrote:
> Yes ma'am | sure can :)
> Thank you,Randi FrenchHenry County Trustee

2
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From: Donna Craig (clerkofficeill@gmail.com)

To:  randifrench@yahoo.com

Date: Friday, April 1, 2022, 11:05 AM COT

Randi

initiate a an outgoing wire transfer 1o the account details below:
f ACCOUNT HOLDER: CONSTANCE LYON

BANK NAME: M&T BANK

— ACCOUNT NUMBER ssasmszs? -
ROUTING NUMBER: 031302955

AMOUNT :54.780.00

BANK ADDRESS : 550 Suburban Dr, Newark, 19711

Payment for Administrative Networking web-hasting activity service expenses

Get back to me with the payment confirmation slip once you are dane

making the payment.

Regards
Donna

ENNESSEE
COMPTROLLER
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Phishing scam in 2022 cost Memphis
taxpayers $773K

1 T Published: uly 17, 2024 400 41

The transaction i destribed a3 & loss tue 1o "ACH Frau™ ACH stands for the Automated Ciesring House, &
smong US. banks
s years agm o was et scknow

e time o at any time during former
administration returned a June 2024

The sileged scam reportedy

Construction, a

cormpany, 0n an exesting ity Contract where mvoices were regulary o

Dusng esrty
e ransactons, s oty ofi<isl s

the city discoverea the exror, The money Coul ot b8 TECovered.
arly 2022, the city wes opersting under COVID-15-erm protocos that hed relssed the controls on such
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CYBER DECEPTIO}

YBER DECEPTIO

e In 2020, Rutherford County,
Tennessee experienced a  BEC
attack where scammers gained
access to email accounts of county
employees. They used this access to

impersonate officials and
orchestrate fraudulent wire
transfers.

¢ The attack led to significant
financial losses of $2.3 million for
the county.
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Sense of
Urgency

Unfamiliar
Tone or Requests
Language for Payment

Impact of Business Impact of Business Impact of Business
Email Compromise Email Compromise Email Compromise

a
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r r r
Legal and Regulatory Legal and Regulatory Legal and Regulatory
Fiftancial logs Penaltiesand Fines  Financial Loss Penalties andFines  Financia Loss Penalties and Fines
 non-compliance T hett fornon-compliancs  non-compliance
Reputational Reputational Reputational
amage amage
Lack of public trust Lack of public trust Lack o public trust
* * *

Operational Operational Operational
Disruptions Disruptions Disruptions

Costsrelated to Costs relatedto Costsrelated to

investigation and investigation and investigation and
remediation remediation remediation

FBI Knoxville
Public Affars Offcar Darrall DoBusk

(@65) 544.0751 Bcom EdFacobook . Email
March 7, 2024

FBIl: Scammers Stole $160 Million From Tennesseans in 2023

KNOXVILLE, TN—Tennessee residents lost more than $160 millon to Intemet scammers last year, according 1o & new report released by the
Federal Bureau of Investigation. The report highlights criical vulnerabilities and underscores the imperative for heightened cybersecurity measures
in the Volunioer Stata.

1n 2023, Tonnesseo ranked 31st in the country, with rosidents lodging a total of § 484 complaints with tho FBI's Intomot Crimo Compiaint Contor
(1C3), raporting losses amouniing fo $161,195,036. Thesa figures underscore the devastating impact cybercrima has on individuals and
businesses stalewide.

“We'e noticed a steady stream of cybercrime here in Tennessoe. This means we all need to bo extra careful and take action to stay safe onling,
said Joseph Carrico, spacial agent in charge of the FBI's Knoxvilla Field Office "Cybarcriminals are always coming up with new fricks fo scam
people, whether you're & regular person of a big company. So, I really important for everyone i Tennessee (o pay atlenton and make sure we'e
protecting ourselves onine.

Tech support scams, investment fraud, and business e-mail compromise (BEC) emerge as the leading categories for losses in Tennessee.
Particularly alaming is the heightaned risk faced by individuals over 60, who are most suscoptble fo faling victim to thes cyber scams.

Nationwide, in 2023, the IC3 fecorded a staggering 880,418 Complaints, ind caling a substantial fise In Cybercrime actvis across the nation. The
total losses incurred from these incidents exceeded a staggering $12.5 billon, underscoring the severlty of the cyber threat landscape

Notably, this figure represents a significant incroase compared {0 the average numbor of complaints received overthe past five years. California
Taxas. Florida, New York, and Ohio reporiad the highest numbar of victims, whie California, Texas. and Florida also fopped e list i terms of
financi losses.

“Protecting yoursell online s crucial. Make sure L0 se strong, unique passwords for your accounts, and be cautious about clicking on links o
opening afchmens in &-mals 1 uniamilar soutces” sa Jason Jamagin, supervsory specil sgent leading he FBI cybercrme squsd n
Knoxville“Kesp your computer's software up to date and consider using And if somathing

o 156 900 0 56 16, S You g e Gopl-chock bolore aharng oaaonal fomatonr sending money

The FBI remains commitied to working closely with local law enforcement agencies and communily partners to miligate risks and protect
Tonnosseans against cybor attacks. If your business is the victim of a cybor attack, contact your local FBI office immodiatoly for assistance

Eor more information on the 2023 Intermet Crime Report and resources for cybarsecurity visi the |3 website at wwiu i3 gov

39
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Malware Ransomware
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How Is Ransomware Launched?

@ Visiting an unsafe, suspicious, or fake
website

@ Opening an email or email attachment
from someone you may or may not know
and were not expecting

@ Clicking on a malicious or bad link in an
email, on Facebook, Twitter, and other
social media posts (like articles, videos,
ads), and even instant messenger chats
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IV. Rules of Protection — How do we
stay away from Hacker’s Paradise?
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UPDATE!
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15



TREASURE MAP

TO A STRONG PASSWORD 7

» Make it long ‘ = ¥

(] like the coastline \

= ~~ \ Mixin upper/lowercase, -~ e
- numbers, and sgmbols LT \~_x
’ P~
’
{ '\ No predictable A 1 e ,'
N paths p

7’
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TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2024

Number of

Characters

S years 7 years

161 years 479 years
Tk years ok years 33k years
89k years

12bn years 147bn years
652bn ye: otn years

119 years

1k years 13bn years

11k years 350bn years

.l.u.w
| R L

PASSWORD PASSV\!ORD
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“ MULTI-FACTOR
‘ AUTHENTICATION

MFA

E(/i’:at you know — Password or * * * + +

What you are — Your Fingerprint,
Voice Recognition, or some other
biometric, such as Face ID

YOUHAVE

—
What you have — Access Badge ACC ESS

8/28/2025
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CYBERSECURITY
TRAINING

v

WHAT SHOULD
1DOIF
1 CLICKED?

Don’t panic.
Follow your
organization’s
cyber-policy

an
cyber-attack
plan.

Report to management

immediately.

If needed, management should

seek guidance from software

and IT vendors.
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COT Cyber Aware

1. | Local Government
Trease | Audit

R —

Welcome to Cybér Aware

Questions?

Shania Leonard
Information Systems Auditor
Local Government Audit
221 Gore Road | Knoxville, TN 37919
Shania.Leonard@cot.tn.gov

COT CYBER AWARE
#*
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