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DISCLAIMER

The opinions expressed during this presentation are my 
own.  They do not necessarily represent the views of 
the Tennessee Comptroller of the Treasury, his 
representatives, or the Tennessee Department of Audit.

Disclaimer

The opinions expressed during this
presentation are my own. They do not
necessarily represent the views of the
Tennessee Comptroller of the Treasury,
his representatives, or the Tennessee
Department of Audit.
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DataReportal – January 2025

398 minutes a day 
6.5 hours a day
46.5 hours a week
100 days a year
17 years of  our lives
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“Hacker’s Paradise” 

An environment with poor 
cybersecurity practices or 
a lack of awareness.

• Hackers can enjoy easy access.

• Security holes are like open beach bars.

• Every system is a potential treasure chest.

• The only waves are waves of data being stolen. 
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Goals of Presentation:
Don’t buy a one-way 

ticket to Hacker’s 
Paradise! 

I. Define Cybersecurity
II. Responsibility
III. Cyber Deception and Threats

I. Social Engineering
II. Phishing Attacks
III. Business Email Compromise
IV. Malware & Ransomware
V. Weak Passwords

IV. Rules of Protection

I. DEFINE CYBERSECURITY
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What is 
Cybersecurity?

According to CISA.gov:
Cybersecurity is the art of  protecting 
networks, devices, and data from 
unauthorized access or criminal use and the 
practice of  ensuring confidentiality, integrity, 
and availability of  information.
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II. Responsibility 

SHARED RESPONSIBILITYSHARED RESPONSIBILITY
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III. Cyber Deception and Threats

• Ho
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How People Really 
Get Hacked!

Social Engineering-(in the context of  information 
security) the use of deception to manipulate individuals 
into divulging confidential or personal information that 
may be used for fraudulent purposes.

https://languages.oup.com/google-dictionary-en/

23

24



9/11/2025

13

Social Engineering takes advantage of human
behaviors using psychological manipulation. The
user may respond due to:

• Fear

• Curiosity

• Greed

• Helpfulness

• Urgency

• Trust

25

26



9/11/2025

14

What is Phishing?

What are they 
Phishing for?
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Real-World Example
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• In 2020, Rutherford County, 
Tennessee experienced a BEC 
attack where scammers gained 
access to email accounts of 
county employees. They used 
this access to impersonate 
officials and orchestrate 
fraudulent wire transfers. 

• The attack led to significant 
financial losses of $2.3 million 
for the county.
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How Is 
Ransomware 
Launched?

• Visiting an unsafe, suspicious, or fake 
website
• Opening an email or email attachment 

from someone you may or may not 
know and were not expecting
• Clicking on a malicious or bad link in 

an email, on Facebook, Twitter, and 
other social media posts (like articles, 
videos, ads), and even instant 
messenger chats
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IV. Rules of Protection – How do we 
stay away from Hacker’s Paradise?
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What you know – Password or Pin

What you are – Your fingerprint, 
voice recognition, or some other 
biometric, such as face ID

What you have – Access badge
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TNCOT.CC/CYBERAWARE
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Questions?
Twyla Pratt, CISA, CCFO

Twyla.Pratt@cot.tn.gov
615 – 747 - 8853

tn.cot.cc/cyberaware
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